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Background

What is 11647 z Pipeline SCADA Security

Original purpose

O4EA Ccl Al T & Al 1 PDAOAGI O EO OF Al l OO
are no adverse effects on employees, the environment, the public, or the

customers as a result of the pipeline company's action or actions from other

parties.

This SCADA security program provides a means to improve the security of

the pipeline SCADA operation by:
Z Listing the processes used to identify and analyze the SCADA system
vulnerabilities to unauthorized attacks.
Z Providing a comprehensive list of practices to harden the core architecture.
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Background

Version 1 published September 2004

Revision cycle shorter than normal (3 years)
e Rapid technology changes

e Advances in cyber-security research, techniques and
accepted processes

e Key elements clearly needed inclusion
Revision team made up of nine members, mix of
gas and liquids pipeline +1 lab

Revision In process for just over a year
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~What has changed?

Added a section on personnel roles and responsibilities
Expanded definitions section

Change Management
Revised reference drawings
Access Control Section changes include

e Highlight Defense in Depth Multi-layer Security
Systems

e Describe and Recommend Strong Password Utilization
e Disabled Non-Required Services
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Focus Areas

Network Design Section changes zNetwork Design vs.
Information Flow

e Restructured for an external to internal data flow
configuration

e Structured policy based on people, processes, and
technology

e Classification of Information types
 Definition in the security or operational plan
- Based on individual roles and responsibilities

 Information handling guidance is necessary -
Confidential nel

Restricted
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—Smaller Changes

Network Design Section changes
e Added Network Monitoring and Management sections
e Added sections on

« VOIP/IPT

« Wireless Networking

« Audio/Video Conferencing

« Video Surveillance

Access Control Section changes -

- Disabled Non-Required Services
« Operating System and Application Updates
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~Changes - Continued

e Discuss Network Design
« SCADA to Corporate Connections assist corporate business
needs

« All connections should be;
Limited in number of connections and types
Specifically designed in
Isolation between SCADA and Corporate LANs shall be
designed in
Firewalls should be used to prevent unnecessary access and
allow only essential traffic
Use of a DMZ is strongly recommended

Network monitoring is suggested, based on network type and
available technology

Active network management is recommended
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General SCADA Systems Layout
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Structural Changes

General format restructure z logical approach (i.e.
movement of data, connections to third parties)*

Focused on linking all technology components into a
bigger security plan that involves different facets of the
organization (people, processes, technology)*

Access Control Section changes
Updated Checklist*

Management System changes*
e Added section a separate section on Security Policies and Change Management

*Reflects a major change
ol
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~Where are we today

Document was balloted
A few comments and suggestions were received

Revision Team will made another pass and then
released it back to API for final processing

Anticipate release early 2009

el
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Questions?

12



__API'1164 Tamms/

Comparison

Revised Edition Version 1
Same
Same
New
Formally 1.2
Formally 7
Formally 7.1
New
New
Formally 5.12
Formally 7.2
New
New
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Comparison - Continued

Revised Edition Version 1
Formally 5
Formally 2.0

Formally 2.2
Formally 2.2.1
Formally 2.2.2
Formally 2.3
New

New
Formally 2.4
Formally 2.5
New



__API'1164 Tamms/

Comparison - Continued

Revised Edition Version |
Formally 4
Formally 4.1.1
Formally 4.1.2
Formally 4.1.3
Formally 6
Formally 6.1

Formally 6.1.4

Formally 3.2.1
Formally 3.2.2 & 6.1.2
Formally 6.1.1
Formally 6.1.3
Formally 3.2.2
New
New
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Comparison - Continued

Revised Edition Version |
° Formally 6.2

New
Formally 6.1.4

Formally 6.2.1
Formally 6.2.2
Formally 6.2.3
New
New
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Comparison - Continued

Revised Edition Version 1
New
New

Formally 7.4
Formally 7.3
Formally 7.4
Formally 3.1.1
New
Formally 3.1.2
Formally 3.1.3
Formally 3.3.2
Same
Same
New



