* CONFERENCE PROGRAM

Tuesday, November 10

8:00AM - 8:10 AM Opening Remarks and Safety Moment

8:10AM - 8:50 AM Keynote: Cybersecurity Information Sharing Lessons Learned from Financial Services
Speaker: Cindy Donaldson, Financial Services Information Sharing and Analysis Center (FS-ISAC)

Moderator: Aaron Padilla, API

8:50 AM - 9:20 AM Keynote: Oil and Natural Gas Information Sharing and Analysis Center (ONG-ISAC)

Moderator: Mario Chiock, Schlumberger

9:20 AM - 10:10 AM Keynote: Private-Public Cybersecurity Partnerships: Key NIST Initiatives
Speaker: Adam Sedgewick, National Institute of Standards and Technology (NIST)
Moderator: Aaron Padilla, API

10:10AM - 10:40AM  Break

10:40AM - 11:50AM  SESSION A1: Cyber Threat SESSION B1: Application Security SESSION C1: Governance and Resourcing:
Intelligence and Information Sharing Moderator: Glenn Dally, Spectra Energy Board/Executive Oversight and Budgets
Moderator: Simon Tong, Schlumberger Moderator: Ionel Chila, Chevron
B1 A: Application Security Showdown?

Al A: Keeping up to Date in an Fix the Code vs. Block the Attacks C1 A: Representing Cyber Risk Realistically to
Ever-Changing Security Landscape Speaker: Jeff Williams, Contrast Security the C-Suite in Terms of Return On Investment
Speaker: Haig Coulter, Centripetal Networks Speaker: Kevin Stoffell, Battelle Memorial Institute

B1B: How to Choose a Web Application Firewall:
A1B: The Actionable Side of Threat Intelligence Industry Best Practice Techniques for WAF C1B: “Got Risk? Need Money?
Speakers: Paul Poputa-Clean, Devon Energy Pl Ul el S o Get Cybersecurity Framework!
Sean Englebrecht, Devon Energy Speaker: Terry Ray, Imperva Speaker: Brian Schultz, Battelle Memorial Institute
A1C: Building a Threat Intelligence Field of Dreams B1C: Cyber-Attacks on SAP systems: C1C: 20/20 Hindsight: Cybersecurity at the Courthouse

Speakers: James Carder, LogRhythm Securing the Oil & Gas Crown Jewels Speakers: Scott Breedlove, Vinson & Elkins LLP

Greg Foss, LogRhythm Speaker: Mariano Nunez, Onapsis Chad Pinson, Stroz Friedberg LLC

12:00PM - 1:00 PM Lunch




1:00PM - 2:10PM

2:20PM - 3:30PM

3:30PM - 3:50PM

3:50PM - 5:00PM

5:00PM - 6:30 PM

SESSION A2: Advanced Persistent
Threats/Advanced Evasive Techniques
Moderator: Matt Harper, Devon

A2 A: The State of Targeted Intrusions
Against the Oil and Gas Sector
Speaker: Adam Meyers, Crowdstrike

A2 B: Implementing Security Strategies
to Prevent and Counter Cyber Attacks
Speaker: Kevin Haley, Symantec

A2 C: Deconstructing and Responding
to ICS Cyber Attacks
Speaker: Robert Lee, SANS Institute

SESSION A3: Industrial Control
Systems (ICS) and the IT-OT Interface
Moderator: Paul Huttenhoff, Phillips 66

A3 A: The Evolution of OT Vulnerability Management

Speakers: Kenny Mesker, Lockheed Martin

Jason Holcomb, Lockheed Martin

A3B: Attacker Modeled Pentests:
Industrial Control Systems Edition

Speaker: Kevin Dunn, NCC Group

A3 C: Performing an IACS Cyber Risk
Assessment per ISA 62443

Speaker: John Cusimano, AE Solutions

Break

CIO Panel Discussion

Moderator: Kevin Campbell, Hunt Consolidated

SESSION B2: Public Policy Trends and Challenges
Moderator: Aaron Padilla, API

B2 A: How Governments Plan to Respond
to Disruptive Cyberattacks: New Guide
Points the Way

Speaker: Dan Lohrmann, Security Mentor
B2 B: Cyber Risk Management in the
Maritime Transportation System

Speaker: Joshua Rose, US Coast Guard

SESSION B3: Information Protection Programs
Moderator: Shawn Cooper, Hunt Refining

B3 A: Security Agility: A Multi-Disciplinary
Strategic Framework

Speaker: Paul Kendall, Accudata Systems

B3 B: Database Security, Better Audits, Lower Costs
Speaker: Terry Ray, Imperva

B3 C: Current and Future Cybersecurity
Trends Affecting Oil and Gas

Speaker: Jeremy Wittkop, IntelliSecure

SESSION C2: Big Data and Security Analytics
Moderator: Marisa Ruffolo, Chevron

C2 A: Anatomy of a Data Science Project: Detecting
Security Breaches with Advanced Analytics
Speaker: Irene Stein, Chevron

C2B: Agile Innovation in Data
Science for Cybersecurity

Speaker: Joshua Neil, Emst & Young

C2 C: Effective Data Science Use Cases for
CyberAttack Detection and Prevention

Speaker: Ross Sonnabend, Interset Software

SESSION C3: Third Party
Connectivity and Supply Chain
Moderator: Jerold Poe, Hunt Refining

C3 A: Comparing Remote Connectivity Solutions,
Benefits, Disadvantages, Architectures, for
Allowing 3rd Parties to Access Remote Sites

Speakers: Michael Coden, NextNine
Gary Williams, Schneider Electric
C3B: Combating Cyber Risk in the Supply Chain
Speaker: Ken Bell, Raytheon

Panelists: Bill Braun, Chevron; Lisa Gauthier, Rowan Companies; Jennifer Hartsock, Cameron; Al Lindseth, Plains All American Pipeline
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8:00AM - 8:10AM Opening Remarks and Safety Moment

8:10AM - 8:55 AM Keynote: The Cybersecurity Team: Who is on the Team and How Should it Work?
A Perspective on Internal, Cross Company and Company to Government Relationships

Speaker: Adrian Fulcher, Head of Security Threat Assessment, Statoil ASA
Moderator: Aaron Padilla, API

8:55AM - 9:45AM Keynote: CyberSecurity: Why Are We Losing the Battle?
Speaker: Rohyt Belani, CEO and Co-Founder, PhishMe

Moderator: Michael Garcia, Rowan Companies

9:45AM - 10:10AM Break

10:10AM - 11:20AM  SESSION A4: Risk Management SESSION B4: Identity and SESSION C4: Insider Threat
Moderator: Matt Harper, Devon Access Management: Biometrics Moderator: Ken Rivet, Phillips 66
Moderator: Glenn Dally, Spectra Energy
A4 A: Cyber Safety: A Systems Thinking and C4 A: Evolution of the Insider Threat
Systems The_ory {\pproach to Managing B4 A: Biometric Authentication: Speaker: Michael Crouse, Raytheon
Cyber Security Risks What Is It and Where Do I Begin?
Speaker: Michael Coden, MIT Speaker: Michelle Duquette, C4 B: Counterintelligence and Insider

Battelle Memorial Institute Threat Detection

. oy D)
A4 B: Cyber Security: How Much Is Enough? Speaker: Douglas Thomas, Lockheed Martin

B4 B: Biometrics in Oil & Gas

Speaker: Michael Firstenberg, Waterfall Security
Industries - to Use or Not to Use?

A4 C: Crisis Leadership: Managing the Unexpected Speaker: Matt Lewis, NCC Group
Speaker: Sunny Aziz, Deloitte Advisory

11:25AM - 12:30 PM Lunch




12:30PM - 1:40 PM

1:45PM - 2:55PM

2:55PM - 3:30PM

3:30PM - 4:30PM

4:30PM - 5:30PM

SESSION AS: Incident Response Management
Moderator: Shawn Cooper, Hunt Refining

AS A: FBI Cyber Incident Response Planning: What
to Expect When Law Enforcement Responds

Speaker: Matthew Ramey, FBI

A5 B: How Do I Know If I've Already Been Owned?
Speaker: Gib Sorebo, Leidos

A5 C: Incident Response — First Steps
Speaker: David Cannings, NCC Group

SESSION A6: Internet of Things (IoT)
Moderator: Michael Lewis, Chevron

A6 A: Connected — More Connected = Less Secure

Speaker: Chris Boykin, Future Com

Break

CISO Panel Discussion

Moderator: Aaron Padilla, API

SESSION BS5: Cloud Computing

Moderator: Marisa Ruffolo, Chevron

B5 A: How to Talk to Your Board About the Cloud
Speaker: Bob Gilbert, NetSkope

B5 B: Protecting Intellectual Property in the
Cloud Era for “Resilient Organizations”
Speaker: Srini Gurrapu, SkyHigh Networks

B5 C: Cybersecurity Benefits of
Desktop as a Service (DaaS)

Speaker: John Cosby, BAE Systems

SESSION B6: People: Building Cybersecurity
Competency and Leadership
Moderator: Ionel Chila, Chevron

B6 A: Safe and Secure: Building a Cybersecurity
Culture as Strong as Your Safety Culture

Speaker: David Philips, Berkeley Research Group

B6 B: The Evolution of Cybersecurity
Speaker: Mike Gordon, Lockheed Martin

B6 C: Cyber Defense in Depth: Common
Threat; Different Perspectives

Speaker: John Gelinne, Deloitte

SESSION CS5: Privileged Account Management
Moderator: Simon Tong, Schlumberger

C5 A: Combating Increasingly Sophisticated
Cyber Attacks: Limiting Lateral Movement
and Containing Threats

Speakers: Michael Marino, CyberArk
Robert Wallace, FireEye

SESSION C6: Securing Mobility
Moderator: Petra Faisst, Shell

C6 A: Leaky by Design: Implications of Consumer
Mobile Systems in the Enterprise

Speaker: John Britton, Good Technology

C6 B: Securing Mobility in ONG Environments
Speaker: Joel Scambray, Cigital

CISO Panelists: Chip Calhoun, BP; Mark Freed, FMC Technologies; Stuart Wagner, Enterprise Products; George Wrenn, Schneider Electric
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